Internal Audit Charter and Terms of Reference
Introduction

The Chartered Institute of Internal Auditors (‘CIIA’) defines internal auditing as an independent,
objective assurance and consulting activity designed to add value and improve an organisation's
operations. It helps an organisation accomplish its objectives by bringing a systematic, disciplined
approach to evaluate and improve the effectiveness of risk management, control, and governance
processes.

This Internal Audit Charter is intended to define the role, responsibility and accountability of the
Society’s Internal Audit function.

Role and Scope of Work

The primary role of Internal Audit is to help the Board and Executive Management to protect the
assets, reputation and sustainability of the organisation. It does this by assessing whether all
significant risks are identified and appropriately reported by management and the Risk function to
the Board and Executive Management; evaluating whether they are adequately controlled; and by
challenging Executive Management to improve the effectiveness of governance, risk management
and internal controls.

The Internal Audit department is responsible for evaluating the adequacy and effectiveness of the
system of risk management and internal controls operated within the Society (and within
outsourced/ third party relationships) across all aspects of the Society’s operations. This includes
the provision of assurance and consulting services to systems and processes under development.
Its responsibilities are defined and monitored by the Audit Committee, on behalf of the Board.

Internal Audit does not provide services other than for Leeds Building Society and will not be
involved in designing, selecting, implementing or operating specific internal controls.

Assurance Services

Assurance services will evaluate risk exposures relating to the Society’s governance, operations
and information systems with regard to the:

Achievement of the Society’s strategic objectives and Purpose;
Reliability and integrity of financial and operational information;
Effectiveness and efficiency of operations and programmes;
Safeguarding of assets; and

Compliance with laws, regulations, policies, procedures and contracts.

Consulting Services

The Chief Internal Auditor will consider accepting proposed consulting engagements based on the
engagement's potential to improve management of risks, add value and improve the Society’s
operations. Accepted engagements will be included in the audit plan. In the provision of any
assurance, the Chief Internal Auditor will decline the consulting engagement or obtain competent
advice and assistance if the relevant skills are not available in-house for all or part of the
engagement. Consultancy engagements will not impair the independence of the internal auditor.

During consulting engagements, internal auditors must address risks consistent with the
engagement's objectives and be alert to the existence of any other significant risks. Internal
auditors should incorporate knowledge of risks gained from consulting engagements into their
evaluation of the Society’s risk management and control processes.



Professionalism

Internal Audit supports and where appropriate applies the CIIA’s mandatory guidance including the
Definition of Internal Auditing, the Code of Ethics, and the International Standards for the
Professional Practice of Internal Auditing (Standards) in addition to the ClIA’s Financial Services
Code.

In terms of conformance, the Internal Audit department will comply with the mandatory guidance as
far as is practical, any areas of non-compliance will be reported to the Audit Committee. In
addition, Internal Audit will adhere to the Society’s relevant policies and procedures and the
Internal Audit standard operating procedures manual.

Members of the Internal Audit department are required to operate within the ClIA’s Code of Ethics.
The Code of Ethics is a statement of principles and expectations governing behaviour of
individuals and organisations in the conduct of internal auditing. The principles and rules are
divided into four headings: integrity, objectivity, confidentiality and competency.

Authority

Internal Audit, with strict accountability for confidentiality and safeguarding records and information,
is authorised full, free, and unrestricted access to any and all of the Society’s records, physical
properties, and personnel pertinent to carrying out any engagement. All colleagues are requested
to assist Internal Audit in fulfilling its roles and responsibilities. Internal Audit will also have free and
unrestricted access to the Board.

It is acknowledged that such access may be limited to the Chief Internal Auditor where the
information is highly sensitive or confidential.

Organisation and Accountability

The Chief Internal Auditor will report functionally to the Chair of the Audit Committee and
administratively (i.e. day to day operations) to the Chief Executive Officer. The Chair of the Audit
Committee will set the objectives of the Chief Internal Auditor with input from the Chief Executive
Officer. The full Terms of Reference for the Audit Committee are available on the Leeds Building
Society website.

The Chief Internal Auditor will communicate and interact directly with the Executive Committee, the
Management Committee, the Board and the Audit Committee and between meetings, as
appropriate.

Independence and Objectivity

Internal Audit is independent of the activities that it reviews to enable unbiased judgements
essential to its proper conduct and to facilitate impartial advice to management.

Internal Audit will remain free from interference by any element in the Society, including matters of
audit selection, scope, procedures, frequency, timing, or report content to permit maintenance of a
necessary independent and objective mental attitude.

Internal auditors will have no direct operational responsibility or authority over any of the activities
audited. Accordingly, they will not implement internal controls, develop procedures, install systems,
prepare records, own policy, or engage in any other activity that may impair the internal auditor’s
judgment.

Internal auditors will refrain from assessing specific operations for which they were previously
responsible. Obijectivity is presumed to be impaired if an internal auditor provides assurance
services for an activity for which the internal auditor had responsibility within the previous year.
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The CIA has become a member of ExCo, and to prevent conflicts of interest between this role and
leading the independent internal audit function, the CIA’s contributions to ExCo will be in the form
of questions and insights, not decision making, conclusions or advocacy.

Some members of the Internal Audit team attend Committees, Working Groups and Steering
Committees to gather information and offer challenge. In these circumstances the Internal Audit
team members are attendees only and not members, and do not contribute to decision making.

Members of the Internal Audit department may not provide consulting services relating to
operations for which they had previous responsibilities.

For specialist engagements, Internal Audit may invite subject matter experts, as ‘guest auditors’,
from within the Society to support with assurance services. In any such case, objectivity will be
upheld through adherence to the Internal Audit methodology and the quality assurance
programme.

If independence or objectivity is impaired in fact or appearance, the details of the impairment will
be disclosed to appropriate parties. The nature of the disclosure will depend upon the impairment.

Internal auditors will exhibit the highest level of professional objectivity in gathering, evaluating, and
communicating information about the activity or process being examined. Internal auditors will
make a balanced assessment of all the relevant circumstances and not be unduly influenced by
their own interests or by others in forming judgments.

Internal Audit will not place reliance on the work of second line assurance functions unless a
thorough evaluation of the effectiveness of the function has taken place.

Responsibility

The scope of internal auditing encompasses, but is not limited to, the examination and evaluation
of the adequacy and effectiveness of the Society’s governance, risk management, and internal
controls as well as the quality of performance in carrying out assigned responsibilities to achieve
the Society’s main objectives and strategy.

This includes:

o Evaluating risk exposure relating to achievement of strategic objectives;

¢ Evaluating the reliability and integrity of information and the means used to identify, measure,
classify, and report such information;

e FEvaluating the systems established to ensure compliance with those policies, plans,
procedures, laws, and regulations which could have a significant impact;

e Evaluating the means of safeguarding assets and, as appropriate, verifying the existence of
such assets;

e Evaluating operations or programmes to ascertain whether results are consistent with
established objectives and goals and whether the operations or programmes are being carried
out as planned;

Evaluating the key risks associated with key corporate events;

¢ Monitoring and evaluating the processes and controls supporting strategic and operational
decision making processes;

e Monitoring and evaluating the design and operating effectiveness of the governance structures
and processes of the organisation;

Monitoring and evaluating the effectiveness of the risk management processes;

e Assessing the risk and control culture of the organisation, including assessing whether the
processes, actions, ‘tone at the top’ and observed behaviours across the organisation are in
line with the espoused values, ethics, risk appetite and policies of the organisation;

o Performing consulting and advisory services related to governance, risk management and
control as appropriate;
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e Evaluating specific operations at the request of the Audit Committee or management, as
appropriate;

e Undertaking audit activity to review any ‘lesson learned’ analysis following a significant event,
including an assessment of the role of the first and second lines of defence as well as Internal
Audit’s own role; and

e Monitoring and evaluating risk management of key business change initiatives, including
adherence to agreed change management methodologies.

Internal Audit Plan

At least annually, the Chief Internal Auditor will submit to the Audit Committee an internal audit
plan for review and approval. The internal audit plan will consist of a work schedule as well as
resource requirements for the next calendar year. The Chief Internal Auditor will communicate the
impact of any resource limitations and significant interim changes to senior management and the
Audit Committee.

The internal audit plan will be developed based on a prioritisation of the audit universe using a risk-
based methodology, including business strategy and emerging and systemic risks. The Chief
Internal Auditor will review and adjust the plan, as necessary, in response to changes in business,
risks, operations, programmes, systems, and controls. Adjustments to the plan will be made
guarterly and will be communicated to senior management and the Audit Committee through
periodic reports.

The Chief Internal Auditor will share information and co-ordinate activities with other internal and
external providers of assurance and consulting services, including the external auditors, to ensure
proper coverage and minimise duplication of effort.

The Chief Internal Auditor may engage an external service provider for technical skills that will
support the in-house team. Such services will be identified from the annual plan but remain flexible
to meet any changing requirements. Clear Terms of Engagement and an appropriately skilled
expert will be agreed ahead of any engagement activity.

Reporting and Monitoring

A written report will be prepared and issued by a member of the Internal Audit department following
the conclusion of each internal audit engagement and will be distributed as appropriate. Internal
Audit reports will also be communicated to the Audit Committee and external auditors.

The audit report includes an action schedule that specifies the observations identified and any
corrective action taken or to be taken, an action owner and a completion date. Any observations
that have not been agreed will remain within the audit report with an explanation of why it has not
been accepted and will follow an escalation process through senior and executive management
and ultimately the Audit Committee.

Internal Audit will be responsible for appropriate follow-up on high priority engagement
observations and agreed actions. Actions that pass their agreed implementation date will be
tracked and reported to management.

The Chief Internal Auditor will periodically report to senior management and the Audit Committee
on Internal Audit’s performance relative to its plan and other key performance measures including
the Internal Audit balanced scorecard. Reporting will also include significant risk exposures and
control issues, including fraud risks, governance issues, and other matters needed or requested by
senior management and the Audit Committee.

Approach

In carrying out its role, Internal Audit will seek to:
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¢ Work with management to add value through high quality analysis and pragmatic and cost
effective solutions to control related matters;

o Identify areas of good practice and themes where lessons can be learned across the Society;

e Be risk focused; and

¢ Maintain a professional audit team (including through use of co-sourcing support) with sufficient
skills, knowledge and experience.

Quality Assurance and Improvement Programme

In accordance with the direction of the Audit Committee, Internal Audit will maintain a quality
assurance and improvement programme that covers all aspects of Internal Audit.

The programme will include an evaluation of Internal Audit’s conformance with the Definition of
Internal Auditing and the Standards and an evaluation of whether internal auditors apply the Code
of Ethics. The programme will also assess the efficiency and effectiveness of Internal Audit and
identify opportunities for improvement.

The Chief Internal Auditor will communicate to senior management and the Audit Committee on

the Internal Audit function’s quality assurance and improvement programme, including results of
on-going internal assessments and external assessments conducted at least every five years.
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